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1 AIMS 52 

This BPM aims to provide a framework for procedures, quality principles, training processes 53 

and approaches to the forensic examination. This BPM can be used by Member laboratories 54 

of ENFSI, by other forensic science laboratories and by forensics experts to establish and 55 

maintain working practices in the field of forensic digital audio authenticity analysis that will 56 

deliver reliable results, maximize the quality of the information obtained, and produce robust 57 

evidence and unbiased conclusions. The use of consistent methodology and the production 58 

of more comparable results will facilitate interchange of data between laboratories. 59 

The term BPM is used to reflect the scientifically accepted practices at the time of creation. 60 

The term BPM does not imply that the practices laid out in this manual are the only good 61 

practices used in the forensic field. In this series of ENFSI Practice Manuals the term BPM 62 

has been maintained for reasons of continuity and recognition. 63 

2 SCOPE 64 

This BPM addresses the forensic authenticity analysis of digital audio recordings. It provides 65 

recommendations concerning required resources, available scientifically validated methods 66 

and applicability thereof, quality assurance, handling of the recording under analysis, and in-67 

terpretation guidelines. This document does not describe the methods for evidence gathering 68 

from digital media storage or equivalent. It assumes that the forensic principles for evidence 69 

handling are followed and addresses all necessary operations starting from when the audio 70 

recording is submitted together with an examination request. This BPM does not provide ex-71 

ample analysis reports since they may vary considerably according to the laws and to the 72 

capabilities of the facility performing the analysis. 73 

3 DEFINITIONS AND TERMS 74 

Audio authenticity analysis – Act of providing an assessment about the evidence having 75 

characteristics compatible with an authentic digital recording or not. 76 

Authentic digital recording – As applied to audio recordings, a continuous recording made 77 

simultaneously with the acoustic events, in a manner fully and completely consistent with the 78 
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method of recording, stored on a recoverable digital format, and which is free from unexplain-79 

able artefacts or discontinuities. 80 

Audio file format – An organized structure for storing an audio recording in a file. 81 

Contextual information – Additional information provided about the evidence, specifying the 82 

recording conditions and methods, e.g., date, time and place of the recording, type and con-83 

figuration of the device and software involved, presence of known interruptions (pressing 84 

pause button, receiving an incoming call).  85 

Cryptographic hashing functions – Publicly known algorithms used to map data of arbitrary 86 

size to a single fixed-length sequence of bits, referred to as hash or hash value. These values 87 

can be used, e.g., to substantiate the integrity of digital evidence or for comparisons against 88 

sets of known values. Hash computation must be efficient, deterministic, unforgeable, and 89 

grant low collision probability. 90 

Digital audio recordings – Representation of audio signals by means of a set of numerical 91 

values, each value representing a discrete time instant. 92 

Electric Network Frequency – Instantaneous frequency of the electric network, varying 93 

smoothly and randomly around the nominal operative value (50Hz in continental Europe). 94 

Metadata – Data containing information about a file. As applied to audio recordings, it may 95 

store information about, e.g., audio parameters, codecs, dates and times, hardware or soft-96 

ware involved. 97 

Wiped storage media – Storage media which has been processed to erase any trace left by 98 

previous files which have been stored on it, e.g., by overwriting its content with random bits. 99 

4 RESOURCES 100 

4.1 Personnel 101 

Personnel should have received specific forensic training in the field of audio forensics. Ex-102 

ample appropriate trainings are:  103 

• Laboratory in-house training 104 

• Training from university or equivalent 105 

• Training from external certified organization  106 

Which training types are allowed and recognized may vary according to the specific legislation 107 

and may also vary between laboratories.  108 

4.2 Equipment 109 

Suitable equipment is required to perform proper audio analyses: 110 

• Computer and high-quality audio card with audio resolution ranging from 8 kHz — 48 kHz, 111 

16 bit, stereo 112 

• High quality headphones with full frequency resolution 20 Hz — 22 kHz, high quality loud-113 

speakers are optional but recommended 114 

• Computer software with the possibility to at least read and decode audio data in the fol-115 

lowing codecs or formats: AAC, MP3, WMA, WAV/AIFF, OGG, AMR. 116 

• Computer software with the possibility to visualize the Waveform, Spectrum and Spectro-117 

gram of the audio files. 118 

The choice of equipment is of primary importance: inappropriate equipment may significantly 119 

degrade the quality of the forensic analysis. See for example [6] on the effects of peripheral 120 

stimuli and equipment used on Speech Intelligibility in Noise. 121 
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4.3 Reference Materials 122 

Not applicable. 123 

4.4 Accommodation and environmental conditions 124 

Minimum requirements: 125 

• Room with controlled noise level for in-house labs 126 

• Noise cancelling headphones or equivalent for mobile labs  127 

4.5 Materials and Reagents 128 

Not applicable. 129 

5 METHODS 130 

5.1 Principles of Audio Authenticity Analysis 131 

Authenticity analysis of digital audio recordings is based on traces left within the recording 132 

during the recording process, and by other subsequent editing operations.  133 

The first goal of the analysis is to detect and identify which of these traces can be retrieved 134 

from the audio recording, and to document their properties. 135 

In a second step, the properties of the retrievable traces are analysed, to determine if they 136 

support or oppose the hypothesis that the recording has been modified. 137 

5.1.1 Recording traces 138 

The majority of traces is left in the recording during the recording process, as depicted in 139 

Figure 1. 140 
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Figure 1: Recording process flow 142 

In a first step, the speaker’s thoughts    are converted into the original speech signal.  143 

The speech    is then propagated through the environment. During this acoustic propagation, 144 

   can be modified by reverberations and mixed with random, periodic or harmonic environ-145 

mental noise. 146 

This complex mixture    is then converted to an electrical signal by the microphone (trans-147 

ducer). During the recording, it is modified by the microphone frequency response, influenced 148 

by microphone thermal noise, and may obtain additional spurious traces such as a DC-offset 149 

or an electrical network frequency (ENF) component. 150 

The analogue electrical signal    is then converted into its digital representation, according to 151 

the specific bit-depth and sampling frequency used by the analogue-to-digital converter. 152 
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The digital representation    is then encoded using either a lossy or lossless scheme, thus 153 

acquiring encoding artefacts, bitrate, mono or stereo mode, and any other parameter specific 154 

to the scheme. 155 

Lastly, the encoded signal    is stored together with any related metadata, on the device stor-156 

age as the original evidence  . 157 

5.1.2 Traces of post-processing 158 

A second class of traces are present whenever the recording has gone through editing or other 159 

operations due to human intervention, e.g.: 160 

• Inter-sample dependencies left by digital resampling of the original content, in which the 161 

output contains correlations between neighbouring audio samples not compatible with the 162 

random nature of the input signal. 163 

• Double-encoding artefacts, such as musical noise, due to several lossy-encoding schemes 164 

applied one after another 165 

• Replicated time intervals, i.e., time intervals in which the content is perfectly identical which 166 

does not happen in natural speech recordings. The presence of such replicas is a sign of 167 

human post-processing of the initial recording. 168 

The main and most important characteristic of such traces is that they cannot be attributed to 169 

any part of the purported (claimed) recording process. Hereon, we will refer to this class of 170 

traces with the term “traces of post-processing”. 171 

Operations which modify the content of the recording, such as deleting a portion of the file, 172 

copy-pasting a time interval coming from the same file, splicing content from a different re-173 

cording, may also generate discontinuities in the recording traces. 174 

Other operations, as the aforementioned resampling and double encoding, may not affect the 175 
content of the audio recording, but may mask other editing or manipulation signs. Thus, the 176 
importance given to the detection of traces of post-processing. 177 

178 
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 179 

5.1.3 Hypothesis Testing 180 

Audio authenticity analysis, ideally, should be able to answer the following question:  181 

Is the evidence under analysis an authentic recording1 or not? 182 

In practical casework, authenticity analysis rather consists on supporting/rejecting the hypoth-183 

esis that evidence is an authentic recording, based on the characteristics of the traces within 184 

the recording and the available contextual information.  185 

If we consider the two following alternative propositions: 186 

• H0: the evidence presents traces supporting the hypothesis that the recording is au-187 
thentic  188 

• H1: the evidence presents traces supporting the hypothesis that the recording is not 189 
authentic 190 

it should be clear that the goal of authenticity analysis is not to state which proposition is the 191 

correct one, but to quantify which hypothesis is the more likely, and how strong (or weak) this 192 

support is. It is possible to have no support for either case. 193 

 194 

Proposition H1 can be expressed also by means of the following statement, which we can 195 

consider the fundamental principle of audio authenticity analysis: 196 

If any recoding trace is inconsistent at any point in the 
file 

} The recording is not  
authentic OR 

If unexplainable post-processing traces are present 
 197 

The above principle implies that the analysis should not strive for explicit authentication but 198 

rather focus on post-processing detection. That implies the following: 199 

 200 

1. Every detected recording trace – e.g., microphone frequency response, encoding 201 

(scheme, bitrate, mono or stereo-mode), ENF, reverberation, DC-offset, bit-depth, 202 

metadata –- should be checked for inconsistencies. 203 

2. Every detected recording trace should be checked for inconsistencies with any existing 204 

reference audio recording, as well as with any contextual information regarding the acqui-205 

sition process. 206 

3. Any detected post-processing trace should be thoroughly documented and compared with 207 

the provided contextual information. 208 

In the following sections we are going to introduce several forensics methods, all of which are 209 

related to the fundamental principle above, and to describe how these methods should be 210 

applied. See section 12 for evaluation and interpretation.  211 

212 

                                                

1 The definition of authentic recording is provided in section Fel! Hittar inte referenskälla. 
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 213 

5.2 Methods classification 214 

Methods for audio forensics analysis can be divided in two main classes: 215 

1. Informed analysis methods, focused on the detection of inconsistencies between traces 216 

left by the recording process and contextual information regarding the recording process 217 

of the evidence, possibly with the help of reference recordings. 218 

2. Blind analysis methods, relying solely on the content, focused on the detection of incon-219 

sistencies of traces left by the recording process within the file, and on the detection of 220 

traces that may have been left by editing. 221 

Informed analysis methods can be described in terms of: 222 

a) Which recording trace is addressed 223 

b) Which contextual information has been used for building the ground truth 224 

Blind analysis methods should be categorized according to the traces and their properties: 225 

• Continuity of time-variant traces 226 

Methods verifying the continuity of: speech signal, environmental noise signals, 227 

electric network frequency 228 

• Invariability of time-invariant traces: 229 

Methods verifying the lack of changes of: reverberations, constant background 230 

noise, DC-offset, microphone frequency response, microphone thermal noise, bit-231 

depth, cut-off frequency, encoding artefacts and any noises/traces caused by the 232 

electronic elements 233 

• Invariability of periodic traces: 234 

o Methods verifying the periodicity of: periodic environmental noise, periodic encod-235 

ing artefacts. 236 

• Detection of traces of post-processing: 237 

o Methods detecting: inter-sample dependencies, double encoding traces, replicated 238 

time intervals, abnormal distribution of quantization levels. 239 

With this categorization, every method can thus be described in terms of: 240 

i. Which trace is addressed 241 

ii. Which property of the trace is checked 242 

See Figure 2 and Figure 3 for examples of methods which can be used in each category of 243 

traces. 244 
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 245 

Figure 2: Available methods categorized according to the trace properties.  246 
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 247 

Figure 3: Available methods categorized according to the trace properties, continued 248 

5.3 Laboratory and Case specific framework 249 

The choice in terms of the specific implementation of each proposed method is left to each 250 

laboratory, according to the available tools, technologies, and knowledge. It is recommended 251 

that audio laboratories maintain a chain-of-custody for evidential material whenever possible. 252 

We encourage forensic practitioners to follow peer-reviewed methods, widely accepted by the 253 

scientific community, and thoroughly evaluated within the laboratory.  254 

Some of the technology in the research field may not yet be ready for application in real-life 255 
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each lab, which is responsible of its choices. 257 
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The latter requires detailed information regarding the contextual aspects and purported prov-265 

enance of the recording for example: recording device, recording software, any additional 266 

hardware (e.g. headset/headphones); time, location, speakers' identities; known events which 267 

may create expected artifacts – e.g., phone calls, TV switching channels etc. See Section 9. 268 

 269 

Both can be valid approaches if allowed by the laboratory and juridical system.  270 

5.4 Method descriptions 271 

5.4.1 Continuity of time-variant traces 272 

When looking at the continuity of time-variant traces, the focus of the auditory analysis is to 273 

listen for inconsistencies in the signal. For example, unnatural fade-in/fade-outs and abrupt 274 

changes in a word or in an environmental sound such as a passing car or café ambiance. 275 

Analysis of waveform and spectrogram can be used to verify and supplement the findings from 276 

the auditory analysis. It is beneficial to compare the findings from the auditory and visual anal-277 

yses with provided contextual information. Apparent inconsistencies can in many cases be 278 

explained by this additional contextual information. For example, changes in environmental 279 

sounds could be due to opening or closing a window, a door or by changing rooms during a 280 

recording. For more details see [7][8] and regarding the limitations of auditory and visual anal-281 

yses see [9]. 282 

In addition to the intended signal the recording equipment may also capture the Electric Net-283 

work Frequency (ENF) signal; that is, an alternating current power hum which fluctuates 284 

smoothly around its nominal value of 50 or 60 Hz (according to the location in which the re-285 

cording is made). This may happen due to induction in the microphone itself, the cables in-286 

volved, or the internal electronics of the recording device. When this happens, the recording 287 

contains a series of harmonic tones the fundamental of which is the ENF [45][46][47]. 288 

Due to the ENF variations being very slow and well defined in their magnitudes,  deletions or 289 

addition of content may create discontinuities in the frequency [48][49] and / or  the phase 290 

trajectories [50][51] of the ENF component extracted from the recording in question. As these 291 

discontinuities sometimes also happen on unaltered recordings, due to local impulse noises 292 

on the network, discontinuity analysis should be performed together with at least one other 293 

analysis – for example, determining whether the ENF matches the purported recording time 294 

[52][53][54]. 295 

When the recording process described in Figure 1 occurs in a single electrical network, then 296 

the original digital recording is expected to contain one series of ENF harmonic tones or none. 297 

More than one ENF series can indicate that analogue copying of the original signal may have 298 

taken place, with the additional ENF trace having been captured during the copying process. 299 

5.4.2 Invariability of time-invariant traces 300 

Here the auditory analysis involves listening for: 301 

• Unnatural changes in reverberation 302 

• Unnatural changes in background sounds 303 

• Unnatural changes in encoding artefacts 304 

• Unexpected differences in sound levels including clicks, pops and level changes of sound 305 

sources.  306 
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The visual analysis involves looking for unexpected changes in spectral characteristics and 307 

waveform such as: 308 

• Changes in cut-off frequency (which may have occurred due to recordings with different 309 

sample rates being spliced together) 310 

• Changes in noise levels  311 

• Sudden/abrupt changes in the waveform, e.g., butt-splices  312 

• Sudden and unexplained changes in signal level  313 

In original, unaltered recordings, the DC-offset of a device has a well-defined mean and finite 314 

standard deviation which can be estimated using the whole recording duration [20][21][22]. 315 

Intervals in which the local DC-offset is very different to the global one, may have been caused 316 

by portions of file having been added by editing. Such occurrences should also be examined 317 

and verified by auditory analysis, since DC-offset mismatches may generate audible clicks. 318 

The frequency response of a recording device does not change abruptly. Hence, methods 319 

which examine features related to the microphone or device frequency response [38][39][40] 320 

may be used to identify possible additions of content recorded on a different device, or to make 321 

comparisons with test recordings made on a declared device.  322 

Power and level analysis as described in [9] can be used to look for both abrupt changes and 323 

more gradual changes in sections in the signals power and level. Such changes may be intro-324 

duced, among others, by deletion of material, by changes in the noise-floor happening when 325 

different recordings are edited together, but also by drop-outs or sudden changes of the re-326 

cording conditions.  327 

The encoding parameters of a recording do not change over the file length. For uncompressed 328 

WAV files, this implies that the real bit-depth, the PCM coding and mono or stereo mode of 329 

the base signal should remain constant throughout the file duration [24][26]. For compressed 330 

(e.g. MP3, AAC) files, the same would be true for the bitrate (in case of CBR), encoding quality 331 

(in case of VBR), cut-off frequency of the lowpass filter and mono or stereo mode, which can 332 

be recovered from the compressed domain, as well as after decoding the file 333 

[27][28][29][30][31][32]. 334 

Butt-spliced edits or other discontinuities occurring between one sample and the next may be 335 

detected in PCM encoded files by examining the 1st or 2nd order differentials of sample values 336 

against time [23]. Changes in sample value that are dissimilar to the rate of change of sample 337 

values in the immediately surrounding audio may result in an impulse in the plot of the differ-338 

ence signal. If perceptual encoding is applied after editing, such discontinuities are no longer 339 

detectable with the method in [23]. It is important to acknowledge that discontinuities are not 340 

necessarily caused by editing, so evidence of discontinuities is not evidence of editing. 341 

5.4.3 Invariability of periodic traces 342 

The focus of the auditory and visual analyses in this step is to listen and look for sudden 343 

changes in traces coming from the transmission, device or background sounds, such as un-344 

expected changes in periodic dropouts created in the signal from transmission or encoding 345 

process, or unexpected changes of the rate of a wall clock in the room (or similar) that can be 346 

heard in the background of the recording.  347 

Periodic traces from lossy encoding are also embedded in a file. In the case of transform-348 

based codecs such as MP3, AAC, WMA and Ogg Vorbis, this periodicity is reflected by the 349 

framing grid offset, which can be estimated and analysed using the inverse decoding paradigm 350 

[33][34][35]. In the case of speech codecs using CELP or LPC as AMR-NB, FR, HR, EFR, the 351 
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residuals obtained by re-encoding the file with the same scheme exhibit a strong periodicity 352 

equal to the length of the base block used for LP analysis [36]. 353 

5.4.4 Detection of traces of post-processing 354 

Analysis of the file structure and metadata is an important method used in authenticity inves-355 
tigations of digital audio recordings. This method is based on the visualization of the file struc-356 
ture in the hexadecimal and ASCII representation using hexadecimal viewing software, and 357 
on searching for significant information about a file condition. For example information from 358 
post-processing software may sometimes be seen in the metadata 359 
[10][11][12][13][14][15][16][17][18][19]. 360 
 361 

The presence of time intervals in which the content is perfectly identical to the one present in 362 

other sections is a strong sign of human post-processing of the initial recording. The occur-363 

rence of such intervals, which may correspond, e.g., to single words or short utterances, can 364 

be identified via auditory and visual analyses. The presence of a replicated portion may be 365 

verified using signal subtraction: if the signal is cancelled out by this process a copy/paste 366 

might have been made for that particular part of the signal.  367 

Auditory analysis can also be used as a confirmation tool in order to verify a finding from an 368 

automatic method, e.g., copy-move forgery detection methods based on correlation analysis 369 

[62] or audio fingerprinting [63].  370 

 371 

Digital resampling is a process for which the sampling frequency of the file is converted from 372 

the original value 𝑓𝑠𝑜𝑙𝑑 to a new value 𝑓𝑠𝑛𝑒𝑤. The relation between the two frequencies can 373 

often be expressed by means of the formula 𝑓𝑠𝑛𝑒𝑤 = (𝑃/𝑄) ⋅ 𝑓𝑠𝑜𝑙𝑑, with 𝑃 and 𝑄 being 374 

coprime. E.g., up-sampling from 16kHz to 24kHz can be written as 24𝑘𝐻𝑧 = (3/2) ⋅ 16𝑘𝐻𝑧, 375 

and down-sampling from 44.1 kHz to 8kHz can be written as 8𝑘𝐻𝑧 = (80/441) ⋅ 44.1𝑘𝐻𝑧. 376 

Whenever digital resampling by a rational factor 𝑃/𝑄 is applied to a recording, with 𝑃 and 𝑄 377 

being coprime, re-sampling creates periodic inter-sample dependencies appearing within 378 

blocks of 𝑄 samples. This periodicity can be identified for uncompressed files both in the case 379 

of up-sampling with 𝑃/𝑄 > 1 [67] and in the case of down-sampling with 𝑃/𝑄 < 1 [68] even if 380 

in this second case the detection accuracy is lower due to the task being more challenging. 381 

 382 

Double encoding effects appear whenever a lossy-encoded file is firstly decoded, and then re-383 

encoded using the same or a different format. At the time of writing, only the case of double 384 

encoding using the same scheme has been investigated, and successfully applied to both 385 

MP3 and AAC. The detection was performed by comparing an artificially simulated single-386 

encoded version of the input file with the actual evidence, to determine the presence of double 387 

encoding artefacts [69][70][71]. 388 

 389 

A change in amplitude (i.e., digitally applied gain or attenuation) of the audio content may lead 390 

to anomalies in the quantization levels used in the recording. The number of quantization lev-391 

els would be that dictated by the encoder, but their distribution may be affected in a processed 392 

recording, resulting in visible gaps and periodicities within the histogram of the quantisation 393 

levels [24]. 394 

 395 
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5.4.5 Comparison of recording traces with the contextual information 396 

If the location (i.e., the environment in which the recording took place) is known, then a com-397 

parison of the acoustical properties may aid the analysis/investigation. At the time of writing, 398 

no automatic environment classification analysis has been proposed able to cope with real 399 

case scenarios, with or without reference recordings.  400 

Methods such as estimating the decay rate (e.g. RT60 parameter) of late reverberations [64] 401 

or applying de-reverberation techniques to then build a profile of the reverberant signal [65] 402 

are considered to be unreliable at the time of writing [66]. 403 

If a reference recording can be produced in the alleged environment using the alleged record-404 

ing device and setup (including locations of microphone and acoustic sources), a comparison 405 

via critical listening can be carried out. 406 

 407 

If the purported / alleged location in which the recording was made is known, and the evidence 408 

contains an ENF-signal of adequate quality, the nominal frequency (50/60 Hz) of the ENF 409 

should match the one used by the electric network in the provided location. A fine-grained 410 

localization, however, is not evidentially reliable at the time of writing [55][56][57]. 411 

 412 

If the evidence contains an ENF-signal of adequate quality and length, ENF temporal pattern 413 

matching can be performed to determine the time of recording. 414 

ENF temporal pattern matching requires a ENF database which has been properly created 415 

and maintained [46][51][58][59]. If an adequate database is available, the frequency trajectory 416 

of the ENF component extracted from the evidence can be compared to it according to 417 

[45][46][47][51][60][61]. Some ENF databases can also be accessed on demand from trusted 418 

sources. 419 

To minimize errors, time and frequency resolutions used for extracting the ENF should match 420 

the ones used in the database. Harmonics of the fundamental ENF may also be used to esti-421 

mate the ENF signal trajectory on the evidence recording. 422 

 423 

If the recording device alleged / purported to have made the recording is known, microphone 424 

analysis techniques can be used. 425 

Microphone frequency response analysis may be used in portions of recordings in which the 426 

speech signal is predominant, to determine which, among a set of possible microphones / 427 

devices, is most likely to have be used to make the recording [38][39][40][41], and / or to 428 

provide information regarding the characteristics of the microphone / device used. Similarly, 429 

but focusing on nearly-silent unvoiced portions of the audio recording, microphone thermal 430 

noise analysis may be used [42][43][44]. 431 

A comparison of “general” frequency content can also be used in order to look at similarities 432 

to and differences from reference recordings. This comparison can be performed, e.g., by 433 

means of the LTAS and the LTASS features obtained for the evidence and the reference 434 

recordings [24][28]. It should be noted, however, that these features are influenced not only 435 

by the frequency response of the microphone / recording device, but also by other factors such 436 

as the encoding parameters or the signal content. Hence the recording conditions must be 437 

known and documented as far as possible, to avoid errors. 438 
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Comparison of microphone DC-offset analysis against reference recordings can also be used 439 

[20][21][22]. 440 

To avoid any analysis bias, the direct comparison of two recordings in terms of microphone 441 

traces should be performed only when the recording conditions are similar, e.g., with similar 442 

environment, presence or absence of speech, device approximate signal amplitude and en-443 

coding settings. The features used for the comparison must also be obtained using the same 444 

analysis settings (e.g., window length, shape, hop-size, type and number of filter-banks) in 445 

both the evidence and the reference file. All settings should be thoroughly documented, for 446 

reproducibility. 447 

Frequency response and thermal noise analysis may support the hypothesis of a specific re-448 

cording device being involved or may be used to exclude specific devices from a list of candi-449 

dates. DC-offset analysis, however, should never be used to support the usage of a specific 450 

device, but only to exclude specific devices from a list of candidates [20][21][22]. 451 

 452 

If the purported model of the audio recorder and the recording software and version are known, 453 

encoding analysis can be performed. 454 

If the submitted evidence is provided as WAV file, inverse decoding can be used to check that 455 

there are no unexpected traces of lossy encoding [26][30][32][36]. If the evidence is provided 456 

as compressed (e.g., MP3, M4A) file, statistical encoding analysis can be used to verify the 457 

‘real’ bitrate derived from the baseline signal [27][28][37], in addition to the one declared on 458 

the container. 459 

In some cases, recorders may perform lossy encoding to then store the file in an uncom-460 

pressed format – thus creating “expected” traces of lossy encoding in WAV files stored on the 461 

device. Other recorders may store an encoded file using a higher or lower bitrate than the 462 

“real” one used during the recording – thus creating “expected” traces of double-encoding in 463 

the compressed files stored on the device. It is therefore important, whenever possible, to 464 

make test recordings if the purported software / device are known, and to consider the whole 465 

range of options and settings available on the purported recording software / device. 466 

 467 

If the purported model of the audio recorder, the recording software and version, as well as 468 

the recording settings are known, metadata and file structure analysis can be performed. 469 

Given the input evidence, metadata and file structure analysis can be performed to identify 470 

which metadata are present on the file, and in which order they are present. Metadata can be 471 

categorized into functional (necessary for a correct file playback, mostly dependent on the 472 

format used for storage), library related (introduced by the specific encoding library) and soft-473 

ware related (introduced by the specific software used for creating the file). These three cate-474 

gories should be considered in conjunction with one another, and it is good practice to store 475 

expected values for these metadata and file structure in reference databases [12]. 476 

Example metadata and file structure analyses can be found for WAV files [10][13], MP3 files 477 

[10][14], WMA files [10][15], M4A files [11][17], and AMR files [16]. Although these publications 478 

may be used as reference, it is important to underline that the consistency in metadata be-479 

tween questioned and reference recordings is insufficient to claim the absence of any modifi-480 

cation, since metadata can also be edited as part of the tampering process. 481 

 482 
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If the purported model of the audio recorder, the recording software and version, as well as 483 

the purported recording settings are known, and the submitted file is in uncompressed WAV 484 

format, quantization level analysis can be performed. 485 

During the A/D conversion stage, the input analogue signal is digitised using a specific hard-486 

ware related bit-depth. Bit-depths offered by A/D converters do not always match the bit depth 487 

of WAV files: the ones stored using 16-bit linear PCM may thus contain signals quantized with 488 

11,12,14 bits. This real lower bit-depth can be retrieved and compared to the one found for 489 

reference files [24]. 490 

It is important to underline that the consistency in quantization levels between questioned and 491 

reference recordings is insufficient to claim the absence of any modification, since they can 492 

be edited by expert audio engineers as part of the tampering process. 493 

5.5 Remarks 494 

5.5.1 Dealing with discontinuous recordings 495 

According to the national legislations, some cases may require the analysis of recordings 496 

which are known to be discontinuous from the contextual information: such cases include, 497 

e.g., a phone call interrupting the recording by a mobile phone, or the user pressing a pause 498 

button on a hand-held recorder.  499 

In these cases, the recording process was not continuous, but the continuity of fragments 500 
between documented or explainable discontinuities may still be examined. Furthermore, de-501 
pending on the recording software and equipment, discontinuities (e.g., pauses) may be indi-502 
cated by specific signal traces and/or metadata in the file under examination. If this is the case, 503 
the analysis would proceed as normal, but in addition the declared discontinuities would be 504 
tested to ensure that they are consistent with the declared sequence of events. 505 

5.5.2 Global / local analysis methods 506 

Most methods described in Section 5.4 address signals with a finite specific length, i.e., they 507 

are described in terms of an analysis window which may or may not span the whole file length. 508 

Whenever this is the case, then the methods can be used for both global and local analysis. 509 

Global analysis, performed on the whole file length, may be used to check the consistency of 510 

the detected traces with the contextual information provided on the content. E.g., it may be 511 

used to perform a first screening based on the ENF traces being compatible with the recording 512 

time/date, or on the consistency of quantization levels with the container bit-depth. 513 

Local analysis, performed on consecutive analysis windows, may be used instead to check 514 

the consistency of the detected traces within the recording and / or to detect artefacts support-515 

ing a hypothesis of content modification. E.g., the analysis may look for ENF phase disconti-516 

nuities on silent portions of the file, or whether the distribution of used quantization levels 517 

varies through the file duration. 518 

Where applicable minimum requirements for the length of the analysis windows (and some-519 

times, of the best operative length of such windows) are stated in the previously cited publica-520 

tions. In case of doubts, practitioners are encouraged to contact the authors for clarification, 521 

rather than risking misuse of the methods. 522 

6 VALIDATION AND ESTIMATION OF UNCERTAINTY OF MEASUREMENTS 523 

Validation can be done for each one of the implemented measurement methods. As a mini-524 

mum three conditions should be used for each validation study. The dataset for validation 525 
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should always mirror the casework relevant for the laboratory. For example, for the validation 526 

of a method for detecting recompression of an audio file, the conditions maybe: file with no 527 

recompression as baseline, recompression to the same resolution, recompression to a lower 528 

resolution and a higher resolution.  529 

For methods based on human perception, i.e., auditory and visual analysis (waveform/spec-530 

trogram), it is strongly recommended that at least two examiners conduct independent anal-531 

yses. The results should be compared and summarized.  532 

7 QUALITY ASSURANCE 533 

It is recommended that laboratories participate in any suitable available proficiency testing or 534 

collaborative exercise every three years. If this is not possible it is recommended that interla-535 

boratory exercises are conducted with two or more laboratories every other year.  536 

8 HANDLING ITEMS 537 

Practitioners should always create and work on a working copy of the audio evidence, and not 538 

on the original submitted copy. To ensure that an error-free 1:1 copy of the evidence has been 539 

obtained, cryptographic hash functions, for example SHA-2 or SHA-3 should be used. Some 540 

software needs an uncompressed file format to conduct an analysis. If so, the conversion 541 

algorithm used should be validated to ensure the integrity of the audio content is maintained. 542 

If the evidence digital recording system is provided, then a forensic image of the memory 543 

content should be created and the analysis run on a copy of the evidence files as stated above. 544 

If the evidence digital recording system has removable media, then it should be replaced with 545 

a similar one for the creation of test or reference recordings. Access to the evidence memory 546 

protected by write blockers where it is technically possible to do so. 547 

9 INITIAL ASSESSMENT 548 

During the initial assessment of material and of the inquiry, contextual information as relevant 549 

to the case should be sought after, and ideally, should come from the person who purportedly 550 

made the recording. For example: 551 

• In what context is the recording made? E.g. outside, covert recording, telemarketing etc. 552 

• What equipment (both hardware and software) has been used during the recording? Both 553 

the information regarding the equipment and/or the actual physical set up of the equipment 554 

is very useful.  555 

• Do the recording software and device implement algorithms for automatic gain adjustment, 556 

low-cut filter or automatic pausing during silence? Were these options active during the 557 

recording session? 558 

• Was the recording session interrupted by phone calls? 559 

• Did the recording session take place with a static setup, or was the microphone hand-held 560 

and moved across the environment? 561 

• At what time/date has the recording been made?  562 

• Is it a first generation recording or was it transferred or re-encoded? 563 

• Was the signal processed, e.g., for speech enhancement?  564 

The main purpose for asking these questions is to attain a foundation of information and data 565 

which may be supported or refuted through the examinations undertaken. See Section 5.1.3. 566 

Furthermore, when relevant, any specific allegations regarding tampering should be specifi-567 

cally specified by the submitting party.  568 
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During the initial assessment the quality and quantity of the questioned recordings should 569 

always be assessed, in order to determine which methods can be used in the investigation. 570 

For example, if the signal to noise ratio is very low then a particular method for copy/clone 571 

detection might not be possible to use. 572 

10 PRIORITIZATION AND SEQUENCE OF EXAMINATIONS 573 

Not applicable. 574 

11 RECONSTRUCTION 575 

When possible, reference recordings should be created using reference equipment (same 576 

brand, model, firmware and application, file format and settings as stated in the inquiry and 577 

data derived from the case). If no reference equipment is available and reference recordings 578 

need to be produced on the evidence device, a forensic image of the entire evidence equip-579 

ment’s memory should be taken (where technically possible) before recording the references. 580 

If possible, the production of reference recordings on the evidence equipment should be 581 

avoided, unless the equipment records to removeable media. If the evidence equipment uses 582 

removable media, the media containing the questioned recordings should be removed and 583 

new or wiped media used for the reference recordings. 584 

Practitioners should try to create reference recordings containing audio material similar to that 585 

on the questioned recording. For example, if the recording contains equipment handling noise 586 

or wind noise, sounds from a café or traffic, the reference recording should be made with 587 

similar sounds where possible. This aids comparison of the recordings. 588 

12 EVALUATION AND INTERPRETATION 589 

It is recommended that the hypotheses addressed should be formulated based on the inquiry 590 

by the client and the contextual information given. As stated in Section 5.1 and 5.1.3 the main 591 

goal is to retrieve, document and analyse all available traces.  592 

All the results collected from the investigation should be taken into consideration and the level 593 

of support for each hypothesis should be stated. The latter can be done and presented in 594 

many different ways, in tables or plain text etc. The conclusions may be expressed according 595 

to a numerical scale and / or a verbal scale. 596 

When formulating the conclusion, it is of utmost importance that the conditions and limitations 597 

on which the conclusion is based are stated. 598 

13 PRESENTATION OF EVIDENCE 599 

The overriding duty of those providing expert testimony is to the court and to the administration 600 

of justice. As such, the outcome of an evidence analysis should be provided with honesty, 601 

integrity, objectivity and impartiality. 602 

Evidence can be presented to the court either orally or in writing. Presentation of evidence 603 

should clearly state the results of any evaluation and interpretation of the examination. Written 604 

reports should include all the relevant information in a clear, concise, structured and unambig-605 

uous manner as required by the relevant legal process. Written reports must be peer reviewed. 606 

Expert- witnesses should resist responding to questions that take them outside their field of 607 

expertise unless specifically directed by the court, and even then, a declaration as to the limi-608 

tations of their expertise should be made. 609 
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It is recommended that the questioned audio material should be played back when presenting 610 

the evidence to the court. The equipment used for playback should be adapted to the special 611 

acoustic conditions of a courtroom (good loudspeakers or headphones). 612 

14 HEALTH AND SAFETY 613 

Not applicable. 614 
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